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CyberNEMO

End-to-end Cybersecurity to NEMO Meta-OS

ZLTNA in Computing Continuum

CyberNEMO enhances end-to-end
cybersecurity and trust across the loT-
Edge-Cloud-Data continuum by

| DevZeroOps
Platform as a Service

building on NEMO (Next Generation
Meta-0S), delivering an open, modular |

Cybersecure
Micro-5ervices

and adaptive platform to support
secure, resilient and intelligent critical
infrastructure and  supply chain
operations. The project introduces Zero
Trust Network Access, explainable Al for
situation awareness and threat
response, collaborative auditing and
certification services, and a pan-
European framework for knowledge
sharing, risk analysis and mitigation,
addressing the increasing complexity
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Architecture

Knowledge Sharing, risk Assessment, threat Analysis and incidents Mitigation (SAAM)

i Cybersecurity Situation Perception,
i Comprehension & Protection (SPCP)

Auditing, Certification

& Accreditation (ACA) PRESS Framework

[ Intrusion Prevention/ Detection/ . Privacy Protection
BN Mitigation System DSS (IPDM-DSS) ~ Data Sovereignty Space Enforcement (PPE)
| DLT/
Al-based Firewall as Blockchain Shared Data Continuum Access
DNS (cDNS) a Service (Al-FWaaS$) Space Tools Security Broker (CASB)
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Meta-Orchestrator (End-to-end policy/SLO based optimization)

Intent based
Migration Controller
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Distributed Lateral
Movement Detection

Network Topology
Attestation

Continuous Network
Monitoring & Validation

Network Access
Controller
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Traffic Filtering/
i Optimization |

and interdependence of connected
systems.

|

loT/5G & Resources Control

Fog-M2M | 5G-MCM
Networking | Networking

meta Network Cluster Controller (mNCC)
5G Edge/Core Network & Resources Management
m 5G Communications/FTTH /FibreBackbone

. PacketInspection

Cybersecure Micro-services
Digital Twins (CMDT)
Traceability
Scalability
via blockchain/DLT

Zero Trust Network
Access (ZTNA)
Identity verification
Least privilege access

Situation Perception,
Comprehension & Protection
(sPcP)

Al-driven anomaly detection
and threat analysis

Network
Microsegmentation
Flexible, software-defined
Security perimeters

Trials

Evidence-based
Certification &
Accreditation assurance
Auditing
Accountability

Secure Execution
Environment (SEE)
Secure microservice
lifecycle management

Collaborative SAAM
Platform
Knowledge Sharing, risk
Assessment, threat Analysis
and incidents Mitigation

PRESS Framework
Privacy, data pRotection,
Ethics, Security & Societal

Integration Infrastructure Technology Lab

Smart Energy & Smart Water Critical Infrastructure

Secure and Intelligent Media Content Supply
Chain

Proactive & Intelligent Protection of Healthcare Critical
Infrastructures

Smart Farming and FinTech/Logistics Supply Chain

Pan-European SAAM multi-Living Labs Federation

Integration of cybersecurity, loT, and 5G/6G testbeds

Protection of energy/water networks against cyberattacks
and data breaches

Secure multimedia distribution in multi-domain Edge-
Cloud environments

Security of medical datg, prevention of unauthorized
access, and early threat alerts

Traceability, transparency, and security in agrifood supply
chains

Pan-European federation of labs for cross-validation and
data governance
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https://cybernemo.eu/
https://www.linkedin.com/in/he-cybernemo-project
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